Toegang toten delen van
vertrouwelijke informatie

Any time, any place, any device
(BYOD)

Introductie van IRM technologie

Share your
documents

with
confidence!
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Informatie delen In de keten




Onderliggende issues Informatie -deling

A Deel je informatie met een ander,
dan wordt de ander ook de eigenaar
van die informatie ;

A Deel je eenmaal de informatie, dan
kun je de informatie nooit meer
terugkrijgen

A Deel je informatie met iemand buiten

de organisatie, dan  verlies je de
controle wat er mee gebeurd.
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Bevelligen van informatie In
(keten ) samenwerking




Bevelligen van informatie In
(keten )samenwerklng

Juiste
persoon




Hoeé. I nformation RI g

Met Seclore FileSecure verkrijgt de organisatie controle over het
gebruik van informatie ongeacht waar de informatie zich bevindt door:

Het definieren , implementeren en audit van beleidsregels voor het
gebruik van informatie .

. . - 1
A Wie kan de informatie gebruiken g7 %9 (x\g
\ 4

A Wat mag men metde informatie / " ‘/‘
-

A Wanneer mag men deze &)

informatie gebruiken Q},/

A Vanaf welke plaats mag men de g
informatie gebruiken N | |

Beleidsregels blijven gekoppeld aan de data, kunnen dynamisch
worden aangepast en kunnen gevolgd worden middels een audittrail
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Globale werking

getransporteerd
is volledig
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Document wordt
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Document wordt
beveiligd en
Document- rechten worden
eigenaar vastgelegd op de

policyserver

Seclore FileSecure Geen

Policy Server

rechten>
& SECLORE




Probleem bij inzet IRM bij BYOD

Noodzaak voor een desktop agent:
A Decrypten document en beheer sleutels gebruikersrechten
A Installatie agent mogelijk geblokkeerd door policy

Geen desktop agent beschikbaar voor non windows devices.
Vanuit de business vaak wens om vertrouwelijk informatie
te kunnen leze vanaf ieder willekeurig device

Als informatie gedeeld wordt met derde partijen dan wil men
vaak niet worden geconfronteerd met installaties van agents e.d.
Zeker niet op verschillende devices!




Oplossing : WEBview policy

A Seclore FileSecure WebView kunnen door IRM
beschermde documenten gelezen worden binnen
de browser door zowel Interne als externe
ontvangers .

A Toekomst agent lite : apps voor I0S, Android,
blackberry en Windows Mobile
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Document wordt aangemaakt ..

T Draft LifeSecure + Plan - Microsoft Word |__||E||£|
] Wiew  Imsert  Format  Tools Table  Window  Help Tvpe a question For help - X

A4 rormal + 18 pt + Times Mew Roman  « 18 - u : EE -® - A~

LifeSecure +
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Dratt plan for LifeSecure + Policy
For release m November 2010
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Target Group: Children under the age of 10
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Bevellig het document
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Classificeer document en voeg policy toe

* Protection Details

FILESECURE

Selected Profile: PolicyServer

Owarner : |

Protector ; |

Claszification

D escription

e Restricted Claszification.

Confidential
Public

Secret
Top Secret

Credentials
Predefined Credential  Custam Credential
Available Credentials Selected Credentials

I arne M armne

Appraizals-EHR Drraft Product Plan
Appraizalz-FHR

Board communication-EMC

Board communication-FMC

Buzinezz plan-EMC

Buszinezs plan-FMC

Client zpecific-EB M

Contract templates-EL

Contract termplates-FL

Cost infarmation-E B hd

Thiz iz credential for product plan under development.
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Definieren van policy i wie- wat

q — T gy _ =
Q- © HRE®G LPHO R-&% @-Ji > - 5 x
|ISECLORE gNIAA=11,1= 10 Apr 2010 12:40:43 PM

Welcome Head-Research-FR [ Administrator - "Research' )
Change Login Context Sign Sut Help

1 ] o,
. File n“Jn.t:tillil.gw Credenti-al ﬂ Classification - Configuration

List Credentials == Credential Details

Credential Details

Name Draft Product Plan
This is credential for product plan under development.
Description
Owner Research Ton
Type Fredefined Status Active
Creation Date Last Modified Date
Permissions : [0
I Basic I Advance I
Who What Delete
Wiew Edit Print Copy Data Screen Capture Macro Full Control Offline Redistribute
| [ ] ] ] ] ]
[ Head-Research-FR(Hesd.Research. FR@acmegroup. com) \ [ %]
Intern Maya-FR[Maya.FR@acmegroup. com L] L] a O (. (] o
Meal-FR(Meal FR@acmegroup. com) F F F F F F [ %]
Head-Finance-FFi{Head.Finance. FF@acmegroup. com F Fl F F | ¥ [% ]
Head-Legal-FL{Head Legal.FL@acmegroup. com] F F F F F Fl [ % )
\ Head-Marketing-FM[Head.Marketing.FM@acmegroup.comy I I ] ] Ll Ll [ %]
friffcl@acmepartners. com) Fl M F F F F [ %]
Extern fe2(fc2@acrmepartners. com) Ll Ll =] |7|\ il il | [ %]

rver Portal - ...

Computer




Definieren policy, wanneer - waar
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Welcome Head-Research-FR [ Administrator - "Research" )
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List Credentials == Credential Details

Credential Details

Name Draft Productk Plan
This is credential for product plan under developrent.
Description
Owner Rezearch =N
Type Predefined Status Auctive
Creation Date Last Modified Date
parmissions : (@)
Basic | Advance |
wWho wWhen Where Delate
o= E By =2
H=smSx [ |1 O ===
Head-Research-FR(Head.Research. FR@acmegroup. com) Bl B x :| :| F = S| (%]
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Head-Legal-FL(Head.Legal. FL@acrmegroup. com)l Bl B x :| F = S| (%]
Head-Marketing-FM{Head. Marketing. FM@acmegroup. com)l Bl B x :| F e 0 (]
[ DA mOE RO o : F'r?mrl-g ;;r ma:ma nprgm 12:4|3':=1ﬁ? | ©
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m
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Concept Product Plan wordt
gereviewed binnen Research Team
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Neal krijgt mail met document

B Draft Plan for LifeSecure+ - Message (HTML)

i Fle Edit Wew Insert Format  Tools  Ackions  Help
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From: Maya-FR [maya.fri@acmegroup. com] Sent:  Sabt 41002010 1:04 PM
To: Head.Research, FR@acmegroup, com; MNeal FR@acmegroup.com
i

Subject: Draft Plan For LifeSecure+

Attachments: E,_]Draft LifeSecure + Plan.doc (858 KB)

Hi,
Please review and revert by Eol.

Thanks
hlaya

= [ Inbo - Micrasoft .. B Craft Plan For LifeSec. .. 1:05 PM
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Computer




oegang tot het document

feSecure + Plan (v2-Meal) (Read-Only) - Microsoft Word

File Edit Mew Insert Format  Tools  Table  Wwindow  Help
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+ Draft LifeSecure + Plan (v2-Neal). doc - Access Permis. .. |X

- FILESECURE
) ~ File Details
Filz Id.: 24

Chwrer: Mapa-FR [Mapa-FR]

Clazsification: Restricted

. . —Access Permiszions
Authentication p

; If this message | Filz iz opened by 'Meal-FR' in 'online’ mode.

“rou have following uzage permizzions on thiz docurnent: ents below.

Please do not ed I~ Dwner [mation.
— Cument Access Pemissions — Offline Access Permizsions =

v Wiew [~ Wiew

1. You are v| v Edi I™ | Edit ication that is not
supported I~ Frint I~ Frint

. W Screen Capture [~ Screen Capture

kindly use [~ Copy Data [~ CopyData

Right click ™ Macm I~ tacm | bie marked with a red
lock in fron I~ Full Cantrol [ Full Cantral
If wou da ng installed on your
machine. P
Ifthe prokilg = Offline permizsions specified here are bazed on offline permizsions
currently available on thiz machine for 'Meal-FR'.

- . You do nd rachine.

If you continue to

- Wisit this LR
) WS EED

Kindly download and install the required software. The required software can he downloaded from
wwwseclore cormfproductsifilesecure/dovnload.hirml |

You have the desktop client installed properly and the system is still authenticating your
credentials.
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Neal probeert te printen é é

54 Draft LifeSecure + Plan (v2-Neal) - Microsoft Word
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Printen wordt geblokkeerd !
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Poging nCopy Past e
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ACopy pwwsd geveigerd !

Document1 - Microsoft Word |
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document
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Hoofd afdeling krijgt document..

B RE: Draft Plan for LifeSecure+ - Message [HTML)

! File Edit Wew Insert Format  Tools  Actions  Help
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From: neal-fr [meal.Fri@acmegroup. com] Senk:  Satb 4/10/2010 1:16 PM
To; 'Mava-FR'; Head.Research.FR@acmegroup, com
Cc:

Subject:  RE: Draft Plan Faor LifeSecure+

Atkachrments: @__]Dral’t LifeSecure + Plan (v2-Neal).doc {89 KE)

Hi

Attached with my comments.

Thanks
Meal

From: Maya-FR [mailto:mava. fr@acmegroup.corm]

Sent: Saturday, April 10, 2010 1:04 P

To: Head.Research.FR@acmegroup.com; Meal FR@acmegroup.cam
Subject: Draft Plan for LifeSecure+

Hi

Please review and revert by Eol.

Thanks
Mlaya
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